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AyTeHTH)HUKAIHS

BezonacHocts nHpopmanun

I'ocynapcTBeHHas
UH(POPMALIMOHHAs CHCTEMa

Joctyn xk nHpOpMauu
JocTynmHoCTb

3amura uHpOopMaIuu
OT HECAaHKIIMOHUPOBAHHOTO
JOCTyTIa

3amumaeMas “HGpOpMaIus

Nnentndukanus

NudopmarnmonHas cucrema

Wndopmannonnsie pecypesl

Nudopmarnmonusie
TEXHOJIOTUHU

Wndopmarnms

KonTponupyemast 30Ha

KoudunennmansHOCTH

O6paboTka nepcoHaIbHBIX
TaHHBIX

TEPMHWHBI U OIIPEJIEJIEHUSA

JIeWCTBUSL 1O TPOBEpPKE MOJIMHHOCTH CYOBEKTa JI0CTyIa
B UH(OPMAIIMOHHON CUCTEME

CocrosiHME  3aIIMIIEHHOCTH WHGOpPMALMU, PU KOTOPOM
oOecrieueHbl ee KOH(PUACHITUATBHOCTbD, JOCTYITHOCTh
U IIEJIOCTHOCTh

HNudopmanronHas cuctema, coziaBaeMas B LEJIIX pean3aluu
MOJIHOMOYU I rOCyIapCTBEHHBIX OpraHoB
u obecriedyeHuss oOMeHa WHPOPMAMEH MEXIYy OJTHMH
OpraHaMy, a TaKkKe€ B WHBIX YCTAaHOBJICHHBIX (efepatbHbIMU
3aKOHAMH LENSIX

Bo3moxHOCTE TTONTydeHUs: THPOPMAITUH U €€ UCTIONb30BaHUs
Cocrossnue WH(pOpMaNUU, XapaKTEPU3YeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB W HWH(POPMAIMOHHBIX TEXHOJIOTHMA
obecrieunBaTh OECHPENSATCTBEHHBIH JOCTYN K HH(pOpMaIUH
CyOBEKTOB, UMEIOIIUX HA ATO TOTHOMOYHS

3amuTta wHGOpMalWU, HaNpaBieHHas Ha NPEJOTBpAIICHHE
MOJIYYEHUsl 3allUIaeMOi HHQPOPMAIUN 3aUHTEPECOBAHHBIMU
CyObeKTaMH € HapyUIEHHEM YCTAHOBJIEHHBIX HOPMAaTHBHBIMU
U TIPaBOBBIMU JOKYMEHTaMHU (aKTaMHu) WU 00IaaTeIsIMU
uH(poOpMallUKd TpaB WIA TMpaBWJI pasrpaHUYEHUs JOCTyIa
K 3amumniaeMoi nHpopMaIuu

Nudopmanusi, sBASOmascs MOPeaIMeToM  COOCTBEHHOCTH
Y TIOJUIeKaIIasi 3allliTe B COOTBETCTBHH C TPEeOOBAHUSIMH

MIPaBOBBIX JTOKYMEHTOB WA TpeOOBaHUSIMH,
YCTaHABIIMBAEMBIMU COOCTBEHHUKOM HH(OpMAIIHH
[IpucBoenue cyOBeKTaM " o0BbeKTamM JIOCTYyTIa
uaeHTuuKaTopa ¥ (MJIKM) CpaBHEHHE MPEIbABISEMOTO
UACHTUDUKATOPA C MepeYHeM NIPUCBOCHHBIX
UACHTU(PHUKATOPOB

COBOKYITHOCTB COJIepKalIeicsi B 0a3ax JTaHHBIX HHPOPMAINH
u obecrieynBaOIMX ee  00paboTKy  MH(POPMALMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPE/CTB

OtnenbHbIE JOKYMEHTBI U OTJCIIbHBIE MAacCHUBBI JIOKYMEHTOB,
JOKYMEHTBl M  MAacCHUBBl  JIOKYMEHTOB, cCOJepraliuecs
B MHPOPMALIMOHHBIX  cucTeMax (OuOnMoTekax, apxuBax,
dbongax, 0aHKaxX TaHHBIX, HHHOPMAIIMOHHBIX CUCTEMAX APYTHX
BHJIOB)

[Tpomeccrl, MeTOABI MOWCKA, cOOpa, XpaHEHHs, O0pabOTKH,
NPEOCTaBIICHUS, PAcTIPOCTpaHeHUs] UH(OOPMAIIMU U CIIOCOOBI
OCYILIECTBIICHUS TAKUX MTPOLIECCOB U METOJI0B

Cenenus (cooOmienus, JTAHHBIE) HE3aBUCHUMO
0T (hOpPMBI HX TPECTABICHUS

[IpoctpancTBo  (Teppuropusi, 34aHUE, YacThb  3/aHUS),
B KOTOPOM MCKJIIOUEHO HEKOHTPOJIHMpYEeMOe MpeObIBaHUE JIHII,
HE UMEIOIMX TMOCTOSHHOTO WJIM  Pa3oBOTO  JIOIYCKa,
Y IOCTOPOHHUX TPAHCIIOPTHBIX CPEICTB

OO0s13aTeNbHOE 7S BBIMOJTHEHUS JTUIIOM, TIOJYYUBIINM JTOCTYII
K ompeaelieHHOW uHdopMmaiuu, TpeOoBaHWE HE TIEpe/aBaTh
Takyl0o MH(pOpMAIMIO TPETPUM JHIaM 0e3  corjacus
ee oOagaresst

JleiicTBust (ormeparyiu) ¢ MEePCOHAIBHBIMU JAHHBIMHU, BKJIIOYAS
cbop, cucTeMaTu3aluilo, HAKOIUIEHUE, XpaHEHUe, yYTOUYHEHHE
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Omneparop

[IepconasibHBIE TAaHHBIE

Yrpo3a 6e3omacHoCTH
uHpopmaruu

VY 93BUMOCTE

IlemocTHOCTD

(oOHOBIEHUE, U3MEHEHNE), UCTIOJIH30BAHUE, PACIIPOCTPAHCHHE
(BTOM umcne mepenady), o0e3IMYMBAaHUE, OJIOKUPOBAHHE,
YHUYTOKCHUE TIEPCOHAITBHBIX JTaHHBIX

TpaXJTaHUH WU IOPUAWYECKOE JUI0, OCYIIECTBIISIIOIINE
JESTeTBHOCTh IO JKCIUTyaTallid MH(QOPMAIMOHHOW CHUCTEMBI,
B TOM 4HCle MO0 00paboTke HHGPOpPMAIUH, COJEpKaIIeHCs
B ee 0a3ax JTaHHBIX

Jlro6as mHpOpMaLs, OTHOCSIIASACH K MPSMO WIM KOCBEHHO
OTIPEICIICHHOMY WJIH OTIpeIeISIeMOMY (DU3NIECKOMY JIAILY

CoBOKYMHOCTh ~ ycnoBHH ¥ (DaKTOpOB,  CO3JAIOIIMX
MNOTEHIHATIbHYIO WIH peanbHO CYLIECTBYIOILYIO
OIIaCHOCTb, CBSI3aHHYIO C YTEUKOMI uHpOopMaIu

W/WIM HECAHKIIMOHUPOBAHHBIMU W/WIM HENpeTHaMepEeHHBIMU
BO3JECHUCTBUSIMH Ha HEE

Henocrarok (cmabocTh) MIPOTrPaMMHOTO
(TIporpaMMHO-TEXHUYECKOTO) CPEACTBA WM WH(OPMAITMOHHON
CHUCTEMBI B IICJIOM, KOTOpBI (KOTOpas) MOXET OBbITh
UCIIONIb30BaHA  JUIsl  peaju3alid  yrpo3  0e30MacHOCTH
nHpopmaruu

YcroitunBocth  MHGpOpMAMM K  HECAHKIMOHUPOBAHHOMY
WJIU CITy4aifHOMY BO3JICMCTBHUIO HAa HEE B IMpolecce o0paboTKu
TEXHUYECKUMH CPEJCTBAMH, PE3YIbTaTOM KOTOPOTO MOXKET
OBITh YHUUTOXKEHUE U UCKKECHHE HHPOPMAITHHI



OBO3HAYEHUA U COKPAILIEHUA

IoCT P — TI'ocynapcrBennslii crannapt Poccuiickont @enepauyun

[TonmutHka — Ilonutuka nH(pOPMAITHOHHOM 0€301acHOCTH CaHkr-
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®Cb Poccun — depnepanpHas cnyxba 6e3onacHocT Poccuiickoit @enepanuu
OCTIK Poccun — @DepnepanbHas ciyx0a 1Mo TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOJTIO
[kona locynapcTBeHHOE OrO/KETHOE 001Ie00pa30BaTEIbHOE YUPEKICHUE

cpenHsisi  obmieoOpazoBarenbHas 1mkosa Ne236  DpyH3EHCKOTo
paiiona Cankr-IlerepOypra umenu I'epost Coerckoro Coroza MBana
Mopo3oBa



1 OBHIME NOJIOXKXEHUSA

Hacrosamas [lonutuka siBisercs JOKYMEHTOM, ONPEAEISIONIIM HalPaBICHUs JesITeIbHOCTH
B obOmactu oOecneueHus HWHPOPMAIIMOHHOW  O€30MAaCHOCTM W MPEACTaBIsSeT  Cco0Oit
CUCTEMATU3UPOBAHHOE U3JIOKEHUE 1Ieel U 3a/1a4 HHPOPMAIIMOHHOM 0€3011acHOCTH, KaK OJJTHO UITH
HECKOJIBKO TIPaBWJI, IPOIEAYP, MPAKTHUECKUX MPUEMOB M PYKOBOMISIIUX MPHHIIMIIOB, KOTOPHIMHU
pykoBoactByerca Illkoma, a Takxke OpraHM3alMOHHBIX, TEXHOJOTUYECKUX U MPOLETYyPHBIX
aCIeKTOB o0ecredeHrs MHPOPMALMOHHOM 0€301acHOCTH.

[Tomoxenus  Hactostme  [lomuTwku  HE  pacmpocTpaHSIOTCST Ha  oOecrieueHue
nH(OPMAIIMOHHON 0E30MAaCHOCTH CBEJCHH, COCTABIISIONINX TOCYAAPCTBEHHYIO TaliHY.

OcHoBHOM 3amaueid B oOnactu wuHpopmanmoHHo Oe3omacHocTn Illkonma mpu3Haer
COBEPILICHCTBOBAHME MEp M CpeACTB obecmeueHus 3almThl MHGOpMAMK HH(OPMAIIMOHHBIX
pecypcoB IlIkonbl B KOHTEKCTE pa3BUTHUs 3aKoHojarenbcTBa Poccuiickoir denepanyiu U HOpM
perynupoBaHus HH(POPMAIMOHHOW JEATEILHOCTH B TEKYIIUX YCIOBUSAX (YHKIMOHUPOBAHUS
WH()OPMAITMOHHOTO TIOJIS.

[Ipu pazpaborke [IoTUTHKY yYUTHIBATUCH OCHOBHBIC MPUHITUIBI CO3JAHMSI CHCTEM 3alllUThI
uH(pOpMallK,  XapaKTEPUCTUKHM UM  BO3MOXXHOCTH  OpPraHU3alMOHHO-TEXHHUYECKHX  MeEp
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIllapaTHO-IPOTPAMMHBIX CPEICTB 3aIUTH HH(POPMAIIHH.

B paMKax CBOEH NEATEIbHOCTH [IIxona 00s13yeTcst NpeaNpUHUMATh
BCE BO3MOJKHBIE MEPHI JUIS 3aLIUTHI HH(OPMAIMK OT yrpo3 0€30MacHOCTH HHPOPMALIUH.

TpeboBanust wWHPOPMAIIMOHHON OE30MACHOCTH, COOTBETCTBYIOT IEJSAM JCSITEIBHOCTH
[Ikosbl ¥ TpegHa3HAUEHBI JJIS1 CHUXKEHHSI PUCKOB, CBSI3aHHBIX C peajn3alueil yrpo3 6e30MacHOCTH
nHpopManuu.

[Momutuka  goctymHa  Bcem — pabotHukam  IlIkomsl ©  BCeM  TONB30BATENISIM
€ro PecypcoB.



2 IEJH A 3AJTAYU OBECIIEYEHUSI TH®OPMAIIMOHHOM BE3OITACHOCTHU

Cy0bekTbl HHPOPMAMOHHBII OTHOLLIEHHU I

CyOnexTamu nipu oOecrieueHMH HHPOPMALMOHHOM Oe3omacHocTH B LLIKose SABIsSIOTCS:

pabOTHHUKHU CTPYKTYPHBIX MOAPA3ACICHH (B TOM YHCIIC, YBOJICHHBIC);

rpaxkaane, padoTaoIIKe MO JOTOBOPaM TPakIaHCKO-TIPABOBOTO XapaKTepa;

buznueckue NHIA, MPEICTAaBUTENM KOHTPAareHTOB B pPaMKaxX MWCIIOJHEHUS JOTOBOPHBIX
00s13aTEIILCTB;

busznveckue nuia, mojasme odpamierue B aapec Lkosr ;

IOPUMYECKHE JIMIA, B paMKax HCIIOJTHEHHS JTOTOBOPHBIX O00S3aTeNbCTB WM TpeOOoBaHUI
3aKkoHojaTenbcTBa Poccuiickoi denepanny,

OpraHbl TOCYJJaPCTBEHHOH BIIACTH.

O0bexkThl HHPOPMAUMOHHBIX OTHOLIEHU I

Obbexramu HHGOPMAITMOHHBIX OTHOILICHHM SBIISIOTCS:

uH(popMalnoHHble pecypcsl LIkomnsl ;

rocylapcTBeHHbIe  HH(pOpMamMOHHBIE cHCTeMbl  OmneparopoM  KOTOPBIX  SIBJISIETCS
Ixoma;

nporeccel  00paboTkn  MHGOpManuuM B MHPOPMAUMOHHBIX  cucTemax  ILIkossl,
WH(pOpPMAIMOHHBIE TEXHOJOTHH, PETJaMEHThl M TIpoleaypbl cbopa, 00pabOTKH, XpaHECHHUS
U repenadyn HHGOpMaluy;

nHpopManmoHHass HWHPPACTPYKTypa, BKIOYAIONIAs CHCTEeMBI OOpaOOTKH, XpaHEHUS
U aHanu3a uHpOpMaNWH, MPOTpaMMHBIE W TPOTPAMMHO-ANMapaTHBIE CPEICTBA, B TOM YHUCIE,
KaHaJbl CBSA3H U TEJIEKOMMYHUKAIINH;

CUCTEMBI U CPEACTBA 3alIUThl HH(POpPMAINH, OOBEKTHI U MIOMEIICHUS, B KOTOPBIX Pa3MEIICHbI
cpenctBa 00paboOTKH HHPOPMAIIHH.

Henau obecneyeHnst HHPOPMALMOHHOI 0€30MACHOCTH

OcHoBHOM TIenbI0  ObOecreueHuss HWHPpOpManuoHHOW Oe3onmacHocTH I[lIkombl  sBISFOTCS
NEHCTBUS, HaNpaBlIEHHBbIC HA JIOCTIKEHUE 3alIUThI CYOBEKTOB MH(POPMAIIMOHHBIX OTHOMICHUH OT
BO3MO)XHOT'O HAHECEHHUsS UM MaTepUalbHOrOo, (U3NYECKOro, MOPaIbHOrO WJIM HHOTO YyIuepoa,
MOCPEACTBOM  CIydyallHOrO  WJIM  TpPEJHAMEPEHHOrO0  BO3JACHCTBUS HAa  HMH(OPMAIHUIO,
B TOM YHCIIE!

o0ecrieyeHus 0TKa30yCTOMYNBOTO (GYHKITMOHUPOBAHUS MPOTPaMMHBIX
U anmnapaTHO-MPOrpaMMHBIX cpeacTB LIkomibl 1 mpeaocTaBisieMbIX CEPBHCOB;

COOJIIOJICHHsI TPAaBOBOIO pEXMMa HCIOJIB30BAaHUS MAaCCHBOB U CpeICTB 00pabOTKH
uHpOpMaLNK;

MPEeIOTBpALeHUs] peaau3aluy yrpo3 O0e30macHOCTH HHGOpMAalUU MPH OCYIIECTBICHUU
nearenbHoCTH LIKkomsl .

3anauu odecneyeHus HHPOPMAINMOHHOI 0€30M1ACHOCTH

Hoctmwkenue neneit odecneueHust MHGOpMaMOHHONW GE30MIaCHOCTH M CBOMCTB MH(OPMALIUU
[Ikomb! pemaeTcst caeayoIUME 3ajauaMu:

3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JTOCTYTa K MHPOPMAIIMOHHBIM pecypcam;

pasrpaHUyYeHUs JOCTYIA MOJIb30BaTele K HHGOPMAIMOHHBIM, aliapaTHBIM, TPOrPaMMHBIM
¥ MHBIM pecypcam;

peruCTpallii YW TIEPUOJUYCCKOTO KOHTPOJS JEHCTBHM TOJNB30BaTENCH Mpu 00paboTKe
3amuIaeMoi HHGOpMaIMU U IEPUOTUICCKUNA KOHTPOJIb KOPPEKTHOCTH UX JICHCTBHIA;

KOHTPOJISI LEJIOCTHOCTA CpEeIbl UCIOJHEHHUS IMPOrpaMM U €€ BOCCTAaHOBJIEHHE B CIy4yae
HAPYIICHUS;

obecrieueHuss ayTeHTHGUKAIMM W WACHTHU(HUKAIMK  TI0Jh30BaTEICH, y4acTBYIOIIUX
B HH(OPMAITMOHHOM OOMEHE;

o0ecrieyeHus HCIIPaBHOCTH MIPUMEHSIEMBIX B UH()OPMAITMOHHBIX CUCTEMax
[kombI CpeacTB 3aIUTHl HHGOPMAIUY;

CBOCBPEMEHHOTO BBISBIICHHE WCTOYHHKOB yrpo3 0Oe3omacHocTd HWHQPOpPMAIUK, MPUYUH
W YCIOBUH, CHOCOOCTBYIONIMX  HAHECEHWIO  ymiepOda  3aWHTEPECOBAHHBIM  CyOBEKTaM
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WH(POPMAIMOHHBIX OTHOIICHUH;

CO3JIaHUEM CITyKObl MOHHUTOPHHTA ¥ PEarMpoBaHUsl HA Yrpo3bl 0€30macHOCTH MH(OpMAIH
Y HETaTUBHBIC TTOCIICICTBHS;

CO3aHMEeM yCJIOBHH s MHUHUMH3AIMM HAHOCHUMOTO yiiepba HernpaBOMEPHBIMU
JNEHCTBUSIMU, M YCTPaHEHUE TIOCIICICTBUM HapyIIeHus: HHGopMaImoHHon 6e3onmacHocTu B [kore .

Penrenue BrIenepevnciaeHHbIX 3a1a4 B LIIKose ocymmecTBIIsIeTCs MOCPEaCTBOM:

ydeTa BceX MOAJISKAIINX 3alUTe HWHPOPMAIIMOHHBIX PECYpPCOB;

¢ukcanu B OJKypHaJaX JEHCTBHH IEpCcOHala, OCYIIECTBISIOMIEI0 OOCIy)KUBaHUE H
MOTU(PUKAIMIO TPOTPAMMHBIX U IIPOTPaMMHO-AIITAPATHRIX CPEICTB MHPOPMAITMOHHBIX CHCTEM;

perimaMeHTanMM  mporeccoB  00paGoTku  MHMOpMAanMM, — ACUCTBUM  pabOTHHUKOB
Ikomsl, OCYIIECTBIISIOLINX HKCILTyaTaIII0 MPOrPaMMHBIX
u MIPOTrPaMMHO-AIAPaTHBIX CpPeICTB, Ha OCHOBE YTBEPKIACHHBIX
OpraHU3aIMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB IO 3alIUTe HHPOPMALINH;

Ha3HAYEHUS U MMOATOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 32 OPTraHU3AlIMIO U OCYIIECTBICHHUE
MEPOTIPUATHIA TT0 0OecTieueHrnio HHPOpMaIMOoHHOH Oe3omacHocTH B lkoe ;

HAJCNIEHUsT KaXA0ro pabOTHMKA MUHUMAIBHO HEOOXOMUMBIMH TMpaBaMu TpH padoTe
B MH(OPMAITMOHHON MHPPACTPYKTYPE COTTACHO UX JOJIKHOCTHBIM OOsI3aHHOCTSIM;

COOJTIO/ICHHSI BCEMU Pa0OTHUKAMH, SKCIUTYaTUPYIOIIMMH U 00CITY>KUBAIOIIMMHU ITPOTPaMMHBIC
U TpOrpaMMHO-aNIapaTHbIe CpPEACTBa, TPEOOBaHWI  OpraHM3alMOHHO-PACTIOPSIUTEIHHBIX
JIOKYMEHTOB I10 BOIIpocaM obecrieueHust HH)OpMaIMoHHON 6€301acHOCTH;

NEPCOHATBHON OTBETCTBEHHOCTBHIO KaXJIO0TO pAaOOTHMKA 3a CBOM JIEHCTBHS, y4acCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEW B Mpolieccax aBTOMAaTHU3UPOBAHHOH 00pabOTKU
UHPOPMAILIMU ¥ UMEIOIIETO JOCTYI K pecypcaM HHPOPMAIMOHHBIX CHCTEM;

peanu3anmel TEXHOJIOTHYECKHUX TPOIEecCOB 00paboTKM WH(OpMAIMKM € HUCIMOJIB30BAaHUEM
KOMIUIEKCOB ~ OpPTraHU3allHOHHO-TEXHHYECKUX MEp 3alIUThl  MPOTPAMMHOTO  OOECIICUCHHS,
IpOTpaMMHO-aNapaTHBIX CPECTB;

OPUHATHS Mep MO obOecnedeHuto (U3MUecKol IEeTOCTHOCTH MPOrpaMMHO-aNNapaTHBIX
CpeACTB MH(POPMALMOHHBIX CHUCTEM M MOJAJCP)KaHWEM HEOOXOAMMOrO YpPOBHS 3aIMIICHHOCTU
KOMITOHCHTOB;

UCTIOJIB30BaHUs MIPOTPaMMHBIX M MPOTPAMMHO-aNNapaTHBIX CPEJCTB 3alUThl HH()OpMAaIm
obpabateiBacMbix B llIKoyie 1 amMUHUCTPATUBHOMN TTOIIEPKKOM MX UCITOJIB30BAHUS;

KOHTPOJISI ~ COOJIIOJICHHSI — MOJb30BATeIsIMH  MH(OPMAIIMOHHBIX  CHCTEM  TpeOOBaHMM
1o obecreyeHno NHPOPMAITMOHHOM 6€30MTaCHOCTH;

NpoBeICHUS aHaIu3a 3PPEKTUBHOCTH MPUHATHIX Mep 3aIUTHI UH(OOPMAIIMH U TPUMEHAEMBIX
cpeacTs 3aumThl nHopmaryu B llkorne;

pa3paboTKu M pealu3aluu MPeUIOKEHUH MO COBEPLICHCTBOBAHHMIO CHCTEM 3allUThI
uHpopmanuu B IlIkone.

3 TPUHIMIIBI OFECIHIEYEHUSA THO®OPMAIIMOHHOM BE3OITACHOCTH

Obecneyenne MHPOPMAIIMOHHONW 0O€30MaCHOCTH, JOHKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJIEIYIOIIMMH OCHOBHBIMU IIPUHIIATIAMHU:

IIpyHUMI 3aKOHHOCTH

[Ipu BBIOOpE MEpONpUATHII MO 3amuTe UHPOPMALIUH, TOJKHO COONIIOAThCs NeHCTBYOIEE
3aK0oHO1aTenbCcTBO Poccuiickoit Denepannu B chepe 3armThl HHPOPMAIIUH.

Bce paOoTHHKHM TOMKHBI UMETh MPEACTaBIeHHE 00 OTBETCTBEHHOCTH 32 MPaBOHAPYIICHHUS
B chepe 3ammrel uHbopmauuu. IIporpamMmHo-amnmapaTHble  CpeNCTBa, IMPUMEHSEMBIE
B Illkome, MOMKHBI WMETh COOTBETCTBYIOIIHUE IHUIEH3UU, OQPUIMAILHO MPHOOpPETaThCS Yy
npecTaBuTeNel pa3paboTUNKOB 3TUX CPEACTB HIIN ABIATHCSA UHTEUIEKTYaIbHON COOCTBEHHOCTHIO
[TxomeI.

IIpyHUMI CHCTEMHOCTH

[Ipu cozmanuu cUCTEMBI 3aIIUTHI JOJKHBI YIUTHIBATHCS aKTyalbHBIE YTPO3bI O€30MaCHOCTH
uH(pOpMallii, BO3MOKHbIE OOBEKTHl M HANpaBlICHHUS aTak Ha HEE CO CTOPOHBI HapYIIMTENEH.
Cucrema 3alUTHl JODKHA CTPOUTHCS C YYETOM HE TOJBKO W3BECTHBIX KAHAJIOB YTECUKH
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uH(pOpMallK, HO U C Y4ETOM BO3MOXHOCTH TOSIBJICHUS HOBBIX YS3BHUMOCTEH B MPOrpaMMHOM
o0ecreyeHn .

IpyuHOMI KOMIIEKCHOCTH

KommiekcHoe MCIoNb30BaHUE CPENICTB 3alIUThI HHPOPMALUU MPEIoIaraeT corjJacoBaHHOE
MPUMEHEHHE MTPH TTOCTPOSHUU LEIOCTHON CHCTEMBI 3allIUThI, IEPEKPHIBAIOIIEH BCE CYILIECTBEHHBIE
yrpo3bl 0e30macHOoCTH MH(pOpMauu. 3amuTa JODKHA CTPOUTHCS dUIeToHupoBaHO. Dusnyeckas
3alUTa I0JKHA 00ecrieunBaThesl (PU3MUECKUMU CPEICTBAMU M OPraHU3allMOHHBIMUA MEPAMHU.

[Ipu mocTpoeHnu, BHEAPEHUH U HKCIUTYaTAIIUN CUCTEMBbI 3aIIUTHI HH(POPMAIIMUA PYKOBOJCTBO
[Ixombr obecneunBaeT ycioBust st AG(OEKTHUBHOW KOOPAWMHAIIMK JIEHCTBHM BCEX JIHII,
obecrieunBarOIUX NHHOPMAITMOHHYIO O€30MaCHOCTbD.

IIpyHUMI CBOEBPEMEHHOCTH

Pa3paboTka cuctembl 3amuThl HHGOPMAIMK JTOJDKHA BECTHCH MapajlIebHO ¢ pa3paboTKOM
U WHQOPMAIMOHHOW  CHCTEeMBL. OJTO  TIO3BOJUT  Yy4ecTb TpeOoBaHUS  OE€30MaCHOCTH
Opyd TMPOSKTUPOBAHMM APXUTEKTYpbl M, B KOHEYHOM cueTe, co3farh Oonee 3¢ddexTuBHbIe
MH(OpPMaLMOHHBIE CUCTEMBI, 00JIafat0IINe JOCTaTOUHBIM YPOBHEM 3aLUIIIEHHOCTH.

IIpuHIUI NPeeMCTBEHHOCTH

[TocTosiHHOE COBEpIIEHCTBOBAHWE Mep M CPEACTB 3alluThl HHGOpMalMd Ha OCHOBE
IPEEMCTBEHHOCTH OPTaHM3ALMOHHBIX W TEXHUYECKUX PELICHHH, KaJpoBOTO COCTaBa, aHAJIN3a
(GyHKIIMOHUPOBaHUST MH()OPMALIMOHHBIX CUCTEM M CHUCTEMBl €€ 3alIUThl C y4eTOM H3MEHEHH
B METOJaX U CpEACTBAaX IMepexBara HH(OpMAlMKM, HOPMATHUBHBIX TPEOOBAHWUU IO 3aIIUTE
nHpopmanuu.

IpyHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecnedeHrue nHGHOPMAITMOHHOW 0€30IMaCHOCTH U IIEHHOCTH
UHPOPMALIMOHHBIX PECYpCOB Ha BEJIMYMHY BO3MOXHOrO Yyiiepba OT HX pasriamieHus,
YHUUTOXKEHHUS U UCKakeHus. Vcronb3yeMble Mepbl U CPECTBA 3aIUThl HH(OPMALUK HE JOJKHbI
YXyJIIaTh 3prOHOMUYECKHE TIOKA3aTeIn KOMIIOHEHTOB HH(POPMAITMOHHBIX CUCTEM.

[IpuHUUN 0TBETCTBEHHOCTH

Bo3noxeHne 0TBEeTCTBEHHOCTH 3a oOecrieueHre 6e30macHoCTH HHPOpMaIN U ee 00paboTKU
Ha KaXIOro pabOTHHMKAa B Mpelenax ero MOJHOMOUYMd. B COOTBETCTBUM C 3THM HPUHLIUIIOM
pacripenienieHue MpaB U 00S3aHHOCTEH paOOTHUKOB CTPOMTCS TaKUM 00pa3oM, YTOOBI B Cilydae
M000T0 HApYIIEHUS ObUT U3BECTEH HAPYIITUTEb.

IIpuHIUN 000CHOBAHHOCTH M TEXHMYECKOI peaan3yeMoCcTH

HudopmalinoHHbIE TEXHOJIOTHH, IPOTPAMMHBIE M IIPOTPaMMHO-aapaTHbIE CPEICTBA, MEPhI
3alIUThl UHPOPMALUU JOJDKHBI OBITH pEaM30BaHbl MO0 COBPEMEHHBIM DPELICHUSM, 00OCHOBAHBI
C TOYKH 3pEHMs JOCTHXKEHUS 33JaHHOTO YPOBHSI 3aIIUIIEHHOCTH MHGOPMAIIUU U SKOHOMHYECKOI
11e51eco00pa3sHOCTH, a TAaKKe COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM U TpeOOBaHHIM
1o 6e30macHOCTH UH(POPMAIIUH.

IpuHuun npogeccnonaanzma

Peanuzamus mep 3amuTel MHQOpPMAIMM M SKCILTyaTalusl CPEICTB 3alluThl MH(pOpManuu
JIOJKHA OCYHIECTBIATHCS MPO(ECCHOHATBHBIMU CIIEHUAINCTAMU.

[TpuBneyeHue crienraIn3upPOBAHHBIX OpraHU3aluil K pa3paboTKe CPeCTB U peaan3aluu Mep
3alIUThl MHQOPMAIMH, TOATOTOBICHHBIX K KOHKPETHOMY BHIY JAEATENBHOCTH MO 00ECIeUCHHIO
0e30MacHOCTH MH(POPMALIMOHHBIX PECYPCOB, UMEIOIIMUX OIBIT MPAKTUYECKOW pabOThl U JIHUILIEH3UH
Ha [PaBO OKa3aHMs YCIYT B 3TOH 00JIACTH.

IpyuHUMI MUHUMM3AIUY IPUBUJIETHH N0JIb30BaTe el

ObecrieueHne MOIB30BATENCH TPUBUIIETUSIMHA MUHUMAIBHO JOCTATOYHBIMU JJISI BBITTIOJTHEHUS
AMH CBOMX JIOJDKHOCTHEIX o0s3anHocTed B 1Ikoite.



4 OCHOBHBIE TPEBOBAHMUA 110 3AILIMTE TH®OPMALINU
OI'PAHUYEHHOTI O JOCTYIIA

Cucrema 3ammThl MHGOpPMALMK AODKHA TPETyCMaTPUBATh KOMIUJIEKC OpPraHU3alMOHHBIX,
MPOrPaMMHBIX U MPOTrpaMMHO-ANMNapaTHRIX CPEACTB M Mep IO 3aluTe WHGOpPMAalUU B MpoIEecce
ee 00paboTKH.

BrimotHeHre TpeOOBaHUN JOCTUTAETCS 332 CUET peau3alri Ha 00beKTax WHPOpMATH3AIUN
Mep 1O 3aluTe HHPOPMALUH:

UIEeHTU(UKAITUY U ayTeHTU(PUKAIIMHA CYOBEKTOB JOCTYIA U OOBEKTOB JIOCTYIIA;

YIIPaBJICHUIO IOCTYIIOM CYOBEKTOB JOCTYIa K 00BbEKTaM JOCTYIIa;

OTpaHUYEHUIO TPOTPaMMHOM Cpe/ibl;

3aIUTe MAIIMHHBIX HOCUTENCH EPCOHAIBHBIX JTaHHBIX;

perucTpanuu COOBITHI 0€30MMacCHOCTH;

AQHTUBHUPYCHOU 3aLIUTE;

0OHapY>XKEHHIO BTOPKCHHI;

KOHTPOJTIO (aHATH3Y) 3alIUIIEHHOCTH MEPCOHANBHBIX TAHHBIX;

00ecnevyeHnIo 11eT0OCTHOCTH HH(POPMALIMOHHON CUCTEMBI U IEPCOHANIBHBIX JAHHBIX;

00€CIeYeHNIO JOCTYITHOCTH MEPCOHAIBHBIX IaHHBIX;

3alUTHI CPEIbl BUPTYaTU3ALINN;

3aIUThl TEXHUYECKUX CPE/ICTB;

3alUThl UHHOPMALIMOHHON CHUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U ME€pelayi TaHHBIX;

BBISIBJICHUIO HHIIUJICHTOB U PEarupoBaHue HA HUX;

yIOpaBiIeHUI0 KOHQUTypauued HHPOPMAIMOHHOM CHUCTEMBl M  CHCTEMBI  3alllUThI
MEPCOHATBHBIX JTaHHBIX.

[xona, KaK obnagaTenb nHpopmarun OTPaHUYCHHOTO JIOCTYTIA,
IIPY OCYILECTBICHUH CBOMX IpaB 00s3aHa!

coOiroaaTh rpaBa ¥ 3aKOHHbIE MHTEPEChI MHBIX JIULL;

MPUHUMATH HEOOXOUMBIC MEPHI 10 3aIUTE HHPOPMAITUH;

OTpaHMYMBATh JOCTYNl K HHQOpMAIMM, €CIM Takasg O0OsI3aHHOCTh YyCTAHOBJICHA
3aKoHoaarenbecTBOM Pocculickoit denepanuu.

B Ttom wumcne Ilkoma BmpaBe, eciu HHOE HE NPEIyCMOTPEHO 3aKOHOAATEIHCTBOM
Poccuiickoit denepanuu:

paspemiath WIM OTpaHUYMBATH JOCTYN K WHGOpPMAIUMHU, ONPEENSTh MOPSAIOK U YCIOBHS
TaKOro 10CTYIa;

HCIOJIb30BaTh HHPOPMAIUIO, B TOM YHCIIE PaCPOCTPAHATH €€, 10 CBOEMY YCMOTPEHUIO;

nepenaBaTth WHGOPMALMIO JPYTHMM JIMIaM Ha YCTAHOBIIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit denepaiiiu OCHOBAHUY;

3aIUIIaTh YCTAaHOBIIEHHBIMH 3aKOHOAATEIhCTBOM Poccuiickoit @eaeparuu criocodbamMu CBOU
npaBa B CiIy4ae HE3aKOHHOTO MOJy4deHHs MHGOpMAIMU WIM €€ HE3aKOHHOIO MCIIOJIb30BaHUS
WHBIMHU JINLIAMU;

OCYIIECTBIISATh MHbIE ACUCTBHUS C WMH(OpMalMed WU pa3peliaTh OCYIIECTBIEHHE TaKHX
NeHCcTBUM, ecau OSTH JeHCTBUA HE TNpoTHBOpedar (¢eaepaqbHbIM 3aKOHAM U JAPYTUM
HOPMaTHUBHO-TIPaBOBbIM akTaM Poccuiickoit denepanuu.

3amuTta WHGOpPMAMKM OTPAHUYCHHOTO JIOCTyMa MPEICTaBIsieT COOOW  TpHUHSTHE
OpraHU3aIMOHHBIX U TEXHUYECKUX MEp, HallPaBJICHHBIX Ha:

coOuro/ieHre KOH(UACHIIMATFHOCTH HH(pOpMauK (MCKII0YEHHE HEMPABOMEPHOTO JOCTYIIA,
KOMUPOBAHUs, MPEJOCTABICHUS WM PACIIPOCTPAaHEHUS MH(POPMAIUH );

o0ecrieyeHue 1eIOCTHOCTH HH(POpMaIuH (MCKIIOUEHHE HEMPAaBOMEPHOTO YHUYTOXKCHUS
uiu MoauduIupoBanus HHGOPMAITUN);

peanm3anyio mpaBa Ha JA0oCTyn K wuHpopMmamuu (MCKIIOYEHHE HEMPaBOMEPHOTO
0JIOKMpOBaHKS UHPOPMAIIHH ).

CpenctBa 3amuThl HHPOPMAIIMH BHEAPSIOTCS MO Pe3ysIbTaTaM MPOBEICHUSI OIICHKH PUCKOB
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.
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Opranu3anus 3alMThHl HHPOPMALNHT

[Tpu opranmzauuu B Illkone 3ammTbl MHGOPMAIUH, AOKHBI BBINOIHITHCS TPeOOBAHUA
@enepanbHoro 3akoHa oT 27.07.2006 Ne 149-03 «O6 wundopmanuu, HHOOPMAIIMOHHBIX
TEXHOJOTHSIX MU O 3amure HUH(OpPMALUU», KOTOPHIE PEryIHpPYIOT OTHOIICHHUS, CBA3aHHbIE
C YCTaHOBJICHHUEM, U3MEHEHUEM U MPEKpaIIeHUEM peXrMa 00pabOTKH 3aluIaeMoil HHPOpMaLUH.
B Tom umcne tpeboBaHus 0 3ammTe WHPOpPMAIIUUA, HE COCTABJISIONICH TOCYIapCTBEHHYIO TalHY,
coJiepKalieiics B TOCYIJapCTBEHHBIX HH(POPMAIMOHHBIX CHUCTEMax YTBEp)KICHHBIE IPHKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yTBepxaeHUU TpeOOBaHMIA O 3amuTe WHOOpPMAIUH,
HE  COCTaBIMIOIIEH  TOCYNApCTBEHHYIO  TalHy, COJAEpXKallelcs B  TOCYAApCTBEHHBIX
MH(OPMALIMOHHBIX CHCTEMax» Uil TOCYJapCTBEHHBIX HH(OPMALMOHHBIX CHUCTEM IO KOTOPBIM
[Ixona sBisercst Oneparopom.

B IlIxone moMrMo peanu3aiy OCHOBHBIX Mep 3aIlIUThl HH()OPMALK OCYIIECTBIIAETCS:

peryiasipHas  OLIEHKa W  yIOpaBlIeHHE pHUCKaMM HHGOPMAIMOHHOM  0e30macHOCTH
B COOTBETCTBUU C YCTAHOBJICHHBIMHU MPOLIEAYPAMH B 00JIACTH YIIPABIICHUS PUCKAMU;

UH(POPMHUPOBAHUE, o0y4yeHue U HOBBILICHHE KBaJTU(UKALIH pabOTHUKOB
[Ixoib! B chepe nHDOpMAITMOHHOM 0€3011aCHOCTH;

MeToAMYecKass TOMOIIbL pPa0OTHHUKAM B BOMpocax oOecrnedeHus HHGOPMAIMOHHON
0€e30MacHOCTH;

aHaJU3 ¥ MOMCK BO3MOXKHOCTEH I10 MOBBIIICHNUIO YPOBHSA 3aLIUIEHHOCTH HH(POPMALINH.

Jna opranmzanuu 3amuTel uHGopmanuu Illkona BmpaBe MPUMEHSTh CPEACTBA U METOJBI
TEXHUYECKOM 3alUThl, NPEANPUHUMATH Jpyrue, He NPOTHBOPEYAILNEe 3aKOHOJIATEIbCTBY
Poccuiickoit dexnepaiuu, Mepsbl.

B pamkax obecriedenuss 3amuThl WHGOpPMAlMKM, B paMKax TPYAOBBIX OTHOIICHHMA
HEOOXOAMMO O3HAKOMHTH TIOJ POCIUCH PAOOTHUKOB, JOCTYNl KOTOPBIX K HWH(MOpMaIuu
OTPaHUYEHHOTO JOCTYMa, HEOOXOAUM JUISl BHIMOJIHEHUS! UMU CBOMX JOJDKHOCTHBIX 00s3aHHOCTEH,
C mepeyHeM HMH(OpPMAIMK OTPaHUYEHHOrO AOCTyIa, U NpuHATHIMH B Illkone mepamu 3amuThl
uHpOpMaLINH.

Oco0eHHOCTH 321U THI MEPCOHAIBHBIX JAHHBIX

I[Ipu opranmsamum ob6paborku B Illkone mepcOHaNbHBIX JAHHBIX  HEOOXOJMMO
PYKOBOACTBOBaThCs TpeOoBaHusiMu DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3
«O mepCcoHABHBIX JaHHBIX).

[lepeuenr Mep, BbIMIONIHEHHWE KOTOphIX oOecreunBaer Illkoma B kadecTBe omeparopa
MEPCOHAIBHBIX JaHHBIX, TOJIKEH BKJITFOYATh:

Ha3zHayeHue B llIkosie 0TBETCTBEHHOTO 3a OPraHU3alNI0 00PadOTKY MEPCOHATBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, OMPEISISIONINX MMPaBUIa B OTHOIIEHUH 00pabOTKH MEepCOHATBHBIX
naHHbIX B KoMHTeT, T0KaIbHBIX aKTOB 110 BOIpOocaM 00pabOTKU MEPCOHANbHbBIX JaHHBIX;

NPUMEHEHHE OPTaHU3aIlMOHHBIX W TEXHHUYECKUX Mep Mo oOecreyeHHio O0e30MacHOCTH
MIEPCOHAIIBHBIX JTAHHBIX B COOTBETCTBUU CcO craThed 19 depepanpHoro 3akona ot 27.07.2006
Ne 152-@3 «O nepcoHaNbHBIX JaHHBIXY,

BBITNOJIHEHHE TPeOOBAaHUI M0 COCTABY U COACPKAHUIO OPTaHMU3ALIMOHHBIX U TEXHUYECKUX Mep
no obecrieueHHI0 0€30MaCHOCTH MEPCOHATBHBIX JAaHHBIX IpU UX 00paboTke B MH(OPMAIIMOHHBIX
CHCTEMax MEePCOHATBHBIX MaHHbIX YTBepkAEHHBIX [Iprkazom ®CTIK Poccum ot 18.02.2013 Ne 21
«O0 yTBEp)KOEHHM COCTaBa M COJCPXKAHUSA OPraHU3alMOHHBIX M TEXHHUYECKUX Mep II0
obecrieueHnI0 OE30MacCHOCTH TEPCOHAIBHBIX JaHHBIX MPH HX 00paboTKe B WHGOPMAIIMOHHBIX
CUCTEMaxX MEPCOHAIBHBIX JaHHBIXY,

OLICHKY BpeAa, KOTOpbIii MOXeT ObITh NPUYMHEH CYOBbEKTaM IMEpPCOHAIbHBIX JIaHHBIX
B ciydyae HapymeHuss PenepanbHoro 3akoHa Ne 152-dD3, cooTHOLIEHHE YKa3aHHOTO Bpeaa
U MIPUHMMAEMbIX ONEpPaTOpOM Mep, HANpaBJICHHBIX Ha OOecrieueHue BBITIOJHEHHS 00s3aHHOCTE,
npenycMoTpeHHbix denepanbubiM 3akoHOM Ne 152-03;

o3HakomJieHHEe paboTHUKOB IIIKOJBI, HEMOCPEACTBEHHO OCYIIECTBISIOMMX OO0paboTKY
MEPCOHAJIBHBIX  JIAHHBIX, C IIOJOKEHUSIMH 3aKkoHojarenbcTBa Poccuiickont  Penepauuu
O TEepCOHANBHBIX MaHHBIX, B TOM 4YHCJIE TPEOOBAHUAMU K 3alUTE MEPCOHANBHBIX TaHHBIX,
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JNOKYMEHTaMH, onpeaestonmmu TpedoBanus 11Ikomsr B OTHOIIEHUH 0OpabOTKH MEPCOHATBHBIX
JAHHBIX U 00y4eHue, MpU HEOOXOIUMOCTH, YKa3aHHBIX paOOTHHUKOB.

ObecnieueHne 6€30MaCHOCTH MEPCOHATBHBIX TAHHBIX JOCTUTAETCS, B YACTHOCTH:

OlpeNeIeHueM  yrpo3 W Hapymmrened  Oe30MacHOCTH  NEePCOHANbHBIX  JaHHBIX
pu UX 00paboTKe B UHPOPMAITMOHHBIX CUCTEMAaX MEPCOHAIILHBIX JIaHHBIX;

ONpEeNIeICHNEM ypPOBHS  3alMIIEHHOCTH TEPCOHAIBHBIX JTaHHBIX B COOTBETCTBUU
¢ TpeboBanusmu [locranoBnenus [IpaButenbctBa Poccutickoit ®deneparuu ot 01.11.2012 Ne 1119
«O06 yTBep)KIeHMHM TpeOOBaHMM K 3alUTe NEPCOHAIBHBIX JMJAHHBIX TMPH HX 00paboTke
B MH(QOPMAIIMOHHBIX CHCTEMAaX IEPCOHATBHBIX TAHHBIXY;

NPUMEHEHUEM NPOILEAIINX B YCTaHOBJIECHHOM MOPSJKE NMPOLEAYPY OLEHKH COOTBETCTBUS
CPECTB 3alIUTHl HHPOPMAIUH;

OLIeHKOH 3()(peKTHBHOCTH MPUHUMAEMBIX Mep IO 3alIUTE NEPCOHANTBHBIX JAHHBIX J0 BBOJA
B DKCILUTyaTaIlio HH)OPMAIIMOHHON CHCTEMBI TIEPCOHAIBHBIX TaHHBIX;

BOCCTaHOBJICHHEM IE€PCOHANIBHBIX JAHHBIX, BCICJICTBHE MOTYYCHUSI HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA K HUM;

YCTQHOBJICHHMEM IMpaBWJ JOCTyHa K MEPCOHAJIbHBIM JaHHBIM, 0OpabaThIBaeMbIM
B MH(QOPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX JAHHBIX, a TaK)Ke OOCCIECYEHUEM PETUCTPAIHH
U yueTa BcCeX JICHCTBHM, COBEpLIAEMBbIX C MEPCOHAIBHBIMH JaHHBIMU B HH(OPMAIIMOHHBIX
crcTeMax MEePCOHATbHBIX JaHHBIX;

KOHTpPOJIEM 3a TPUHUMAEMBIMH MEpaMH [0 3allUTe€ TEePCOHAIBHBIX JAHHBIX U
OTIPENICIICHHOTO YPOBHS 3aIUIICHHOCTH HH()OPMAIIMOHHBIX CHCTEMAax TEPCOHAIBHBIX JaHHBIX B
npoiiecce
€€ IKCIUTyaTallny.

5 OCHOBHBIE TPEBOBAHUA K IPOOECCAM OBECHEYEHUSI
NHO®OPMAIIMOHHOMU BE3OITACHOCTH

MeTtoauueckoe pyKOBOJICTBO, pa3paboTKy pelieHui o 3amuTe nHpopMalum, coraiacoBaHmue
BHIOOpa CPE/ICTB BBIUMCIUTEIBHOM TEXHUKH, TPOTPAMMHBIX U MPOTrpaMMHO-aNMapaTHBIX CPEICTB
3alUThl UTHPOPMAIMK, OPTaHU3alMI0 paboT MO BBISBICHUIO BO3MOXXHOCTEH M MPEIyNpeKICHUIO
YT€UKH U CBOMCTB 3amuinaeMod HHGOpMAIMM, aTTeCTallMi0 OOBEKTOB HWH(pOpMATU3ALUU
OCYIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIE noipa3aeneHus HIkombl.

Puznyeckas 0e30MaCHOCTH

[IpunsThle OpraHM3allMOHHBIE UM  TEXHUYECKHE Mepbhl 10  3allUuTe IOMEIIeHUN
[Tkosbl, cepBEpHOr0 U KOMMYTAIIHOHHOTO O0OPYAOBaHMs, aBTOMATH3UPOBAHHBIX pabodnx MecT
noJsib3oBareseil nHpopmannoHHbIx cucteM Llkombl obecrnednBalOT peaanu3aluio CIeayIIHX Mep
1o:

pa3rpaHUyYeHUIO AOCTYIa paOOTHUKOB B moMerieHus LIkomsl
B COOTBETCTBHH C UX NOTHOMOYHSIMH U JIOJDKHOCTHBIMH O0SI3aHHOCTSIMU;

peructpanuu (HakTOB BXOojJa paOOTHUKOB B TOMEIICHUS B KOTOPBIX BeleTcs oO0paboTka
NEPCOHANBHBIX JAHHBIX;

KOHTPOJIMPYEMOMY TNpeObIBaHUIO MOCTOPOHHUX JHIl B B momemnieHus: IIkombl, B KOTOpPBIX
BezieTcss 00paboTka MHPOPMALMU OTPAaHUYCHHOTO JOCTYNa M Pa3MELICHBI anmnapaTHbIE CPeACcTBa
WH()OPMAITMOHHON CHCTEMBI,

OpraHu3alK PeKUMa KOHTPOJIMPYEMOT0 BHOCA/BBIHOCA CPEICTB 00pabOTKH HH(OPMAIIHH.

[Tomemenuss I[lkonabl JOMKHBI OBITH 00OPYIOBAaHBI JAETEKTOPaMH OTHS M JbIMa,
OTHETYIIUTENIIMH, CHUCTEMaMU KOHAMIIMOHMPOBAHUS BO3/1yXa, CPEACTBAMHU OXPAHHO-TIOKAPHOM
CUTHAJIN3alU Y.

OcHOBHOE cepBepHOE M KOMMYyTalMOHHOE 000pyaoBanue [1Ikombl TOMKHO OBITH 3AIIMIIEHO
oT 1mepeboeB B  MoJadye  DJIEKTPOSHEPTrUH  MyTeM  MOAKIIOUEHHS K  DJIEKTPOCETH
C TPUMEHEHHEM HCTOYHUKOB OecrepeOOHHOro MUTaHHUS W PE3EPBHOIO TU3ENb-TEHEpaTopa.
Hcrounnku OecniepeOOMHOTO THUTaHUS HEOOXOAUMO pEryJsipHO TECTHPOBATb U MPOBEPITH
YIIOJIHOMOYEHHBIM paboTHUKaM [1IKOJIBI B COOTBETCTBHH € PEKOMEHIAIMSIMUA TPOU3BOIUTEIIS.
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[TopTraTuBHBIE TEXHHYECKHE CpeICcTBa HE JOJDKHBI OCTaBaThCid 3a  MpeeliaMu
KOHTPOJIHPYEMO 30HBI [kosmbrl 6e3 KOHTPOJIS co CTOPOHBI  PaOOTHUKOB
[xobr .

Be3onacHocTh Ha padoueM MecTe

3anpermiaercss BECTH 3alKcCh Maposied B OTKPHITOM BHUIE Ha MaTepUANbHBIX HOCUTEIS,
32 UCKIIIOUEHHUEM CITy4aeB, PETIIAMEHTUPOBAHHBIX METOJIOB XPAaHEHHUSI.

JIOKyMeHTBl M HOCHUTEIH ¢ WH(pOpMalued OrpaHMYEHHOTO JOCTYyNa JOJKHBI yOuparbces
B oreuyaThiBaeMble MecTa (ceddbl, mkadhbpl W T.gI.), TOpud  yxoae ¢ pabodero MecTa.
Ha aBTromaru3upoBanHoMm pabodyem mecre [lomp3oBarens pabodas ceccusi J0JDKHA ObITh IPEpBaHa,
pabounit cronm 3abimokupoBaH. Bxonx monb3oBaTens B CHUCTEMY HE JOJDKEH BBIMOIHATHCS
ABTOMATUYECKHU.

JIOKyMeHTBI, cozepkame WHGOPMAIMI0O OTPAaHUYEHHOTO JOCTyHa, JOJDKHBI —Cpasy
U3bIMAaThCS
U3 TeYaralmux ycTpoicTB. s yrunuzanuu KOH(GUICHIMAIBHBIX JTOKYMEHTOB, JOJDKHBI
UCIIOJIb30BAaThCSl YHUUTOXKUTEIN JOKYMEHTOB HE HUXKe 4 YpPOBHS MO CTaHIapTy Oe30MacHOCTH,
MPUMEHSIEMOMY K YHUYTOXHUTEISIM JTJOKYMEHTOB.

[Ipy wucnonb30BaHUM MOOWMJIBHBIX TEXHHYECKHX CPEACTB HEOOXOIMMO COOJI0IaTh
JOTIOTHUTEIbHBIE MEPHI 1O PETIaMEHTAllMd M KOHTPOJIO HUCIOJb30BaHUS B MH(POPMAIIMOHHOMN
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPE/ICTB.

Haxoxaenne mnpencTaBuTeNell OPUANYECKUX JUI[ B pPaMKaX HCIOTHEHHS JOTOBOPHBIX
00s13aTeILCTB B TMOMENIEHUAX B KOTOPBIX BeaeTrcs oOpaboTka HMH(POPMAMH OTPAHUYECHHOTO
J0CTyNa HMH(POPMALMOHHOM CHUCTEMBbI, BO3MOXKHO TOJBKO B COINPOBOXKICHUU pPAOOTHHUKA
[[Ix0JBI TOMYIIEHHOTO /10 00pabOTKH TaKoW MHGOPMAIIHH.

Pa3memenne  TeXHUYECKMX  CPEACTB  BbIBOJAa  MHPOPMAIMM B TOMEUICHUSX
[koapl MPOU3BOIUTCS C YYETOM UCKIIOYEHHS BO3MOXKHOCTH BH3YyaJbHOTO IMPOCMOTpPaA
uHPOpPMALlMM TOCTOPOHHUMH JIMAMM M pabOTHMKaMM, HE JIOMYIIEHHBIM K paboTe
C TaHHOU HH(POPMAITHEH.

TexHUYECKHUEe CpPENCTBA MOJDKHBI Pa3MEIIaThCs W XPAHUTHCS TaKUM 00pa3oM, YTOOBI
COKpPATUTh BO3MOXKHBII PUCK MOBPEKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O JJOCTYTIA.

Texnuveckoe 00cay;kuBaHue 000Py10BAHUS

Texnuueckue cpencrBa IlIkonbl JOKHBI MPOXOAUTH HA PETYISIPHOM OCHOBE CEPBUCHOE
00CITy’)KMUBaHHE B COOTBETCTBUU C PEKOMEHAALMSAMH MPOU3BOAUTENIEH 000py10BaHHUS.

PeMoHT U cepBHcHOe oOOCITyXHUBaHHE OOOPYIOBAaHUS JOJIKHBI BBIMOJIHATHCA TOJIBKO
KBJTU(DUIIUPOBAHHBIMU CTICTIHATACTAMH.

TexHuueckoe 0OCIy)XKHBaHHE OOOPYAOBAHHUS CTOPOHHUMH OpraHU3ALMSIMH HE JOJIKHO
MPUBOUTH K PUCKY HAPYIICHUS KOH(DHUIEHITUATBHOCTH 3aIIHIIAeMON HH(OpMAIIUK.

B3auMopeiicTBHe ¢ TPeTHbUMM JIUIAMU

B LeTsX obecrniedeHust uH(GOPMAITMOHHON 0e30MmacHOCTH [ xosbr
IIPU B3aUMOJICHCTBUU C TPETHUMH JIMIIAMH JIOJIKHO BBIMOJIHATH CIEAYIOLIUE MEPOTIPUSATHUS 11O’

3aKTIOYCHUI0 COTJIANICHUS O HepasrilameHnn WHHOPMAIMM OTrPaHUYEHHOTO JOCTyMa
MOJIyYEHHOM B X0J1€ UCTIOJIHEHHUSI IOTOBOPHBIX 0053aTEIbCTB,;

OCYIIECTBIICHUIO KOHTPOJISI 32 JIEHCTBUSMHU TPEICTaBUTENICH KOHTPAreHTOB B Mpelenax
KOHTpOJUpyemoil 30HbI LIIKOBI.

YupasiieHue ;KU3HEHHBIM IUKJIOM HH(OPMANMOHHBIX CHCTEM

Meponpusitust B mpolLecce  KU3HEHHOro  IUKjIa  UHGOPMAIMOHHBIX  CHCTEM
Hlkonbl  AomKHBL  OBITH ~ HampaBiieHBl  Ha  o0ecredeHue  3amuThl  HH(OpMaIu
Ipu BBOJE B JEWCTBHE, SKCIUIyaTallud, COINPOBOXACHUM M MOJEPHU3ALMU, BHIBOJA U3
IKCILTyaTaIuH.

OcHoBanueM mpH pa3paboTke HH(DOPMALMOHHBIX CHUCTEM JIOJDKHBI SIBISTHCS peEIleHUs
NPUHATBIE HA CTaguu (OPMHUPOBAaHUS TPeOOBAaHUHM, coaep)kale TpeOOBaHUS B TOM YHCIE
MO CHCTEME 3aIIUTH HHPOPMAITIH.
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JIroboe  miaHMpyeMoe K  BHEAPEHMIO  WM3MEHEHHWE  HMH(POPMALMOHHOM  CHUCTEMBbI
IpeIBapUTENBHO JOJDKHO OBITh MPOAHATM3UPOBAHO HA COBMECTUMOCTh U OTCYTCTBHE HAapyIICHHH
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM UHUCJIE CPE/ICTB 3allUThI HH(OPMALIHH.

Pabotel mo MopepHHM3anmMM HH(YOPMAIIMOHHOW CHCTEMBI, B TOM YHCJIE IO YCTaHOBKE
IPOrpaMMHOr0 obOecreyeHuss U OOHOBICHMH, JOJDKHBI IPOBOJUTHCS B Hepabouee BpeMs WM
BpeMsl HaMEHbIIeH paboyeil Harpy3KH.

[Ipu BBIBOAE U3 HSKCIUTyaTallMM WHGOPMALMOHHBIX CHCTEM JIOJKHO O00ecrednBaThCs
rapaHTHPOBAaHHOE yJaJlleHue 00pabaThiBaeMOi U XpaHUMOM B HUX HH(OPMAIMH C UCTIOIb30BaHUEM
CPEACTB TapaHTUPOBAHHOTO YHMUYTOXKEHUs MH(OpMAMK WM IyTeM (PU3MUYECKOTO YHUUTOKEHHS
HocuTenei nHdpopMarum.

Bcee IPOLEAYPBI obecnieyeHus 3alIUTHI uHpOpMaLuy, YCTaHOBJICHHBIE
B Illkome B  OTHOIIEHWH  HMHPOPMALMOHHBIX  CHCTEM,  JIOJDKHBI  BBIIIOJHATHCS
U KOHTPOJINPOBATHCS OTBETCTBEHHBIMU JIMIIAMHU 33 OPTaHU3aLMI0 paboT Mo 3aluTe HHPOPMALIUU.

KonTpoJs noctyna k MHpOpManmoOHHBIM CHCTEMaM

Bce padotauku IIkomel , gomnymieHHble K padoTe ¢ HHOOPMAITMOHHBIMH CUCTEMaMU HECYT
NEPCOHANBHYI0 OTBETCTBEHHOCTh 3a HApYIICHUS YCTAHOBJICHHOTO TMOpsaka 00paboTKH
nHpopManuu.

YpoBeHb MNOJHOMOYMI ToOJB30BaTeNst B HH(pOpManMoHHON cucteme Ilkonbl nomkeH
OIIPENENATHCS B COOTBETCTBHUHU C €TI0 JOJKHOCTHBIMU O0SI3aHHOCTSIMH.

JlocTyn nonb3oBaresei K MHPOpMaMOHHBIM cucTeMaM LIIKOIbI JOIKEeH KOHTPOIMPOBATHCS
aJIMUHUCTPATOPOM MH(OPMAIIIOHHON CUCTEMBI.

Ocy1ecTBIEHHE PETYIIPHOTO0 KOHTPOJISI BBIIIOJHEHHS OpraHU3alMOHHO-PACIOPAIUTEIbHBIX
JOKYMEHTOB, KaCaOIINXCs periaaMeHTaluu JIOITyCKa pabOTHUKOB HIxomsr
K MH(POPMALIMOHHBIM CHCTEMAM.

Nnentuduxanus u ayreHTU(PUKATMUS

Joctyn monb3oBareneii K MHQOPMAIIMOHHBIM CUCTEMaM JOJKEH MPEIOCTABIATHCS TOIBKO
Mocyie YCHEHIHOTO 3aBepIICHHs UICHTU(PUKALMY, AyTeHTUPUKAIIUH.

[Tonydyenue monb30BaTEieM HMEHH B HH()OPMAIIMOHHOW CHUCTEME U Mapojsi, KOTOpHIE
o0ecrieunBarOT JOCTYyN K HMHQOPMAIIMOHHOM CHCTeME, JOJKHO  OCYIIECTBISATHCS IO
MPEACTABICHUIO PYKOBOJUTENS CTPYKTYPHOTO TIOIpa3/IeTICHUSI.

YnpasjieHue 10CTYIOM

B [Ixone JIOJDKHO OCYIIECTBIATHCSA YIIpaBJIECHUE JOCTYIIOM
K MH()OPMAIMOHHON CHCTEME MTOCPEICTBOM pealn3alui HeOOXOAUMBIX METOJOB, TUIIOB M IPaBUII
pasrpaHuyYeHUs JocTyna [I0JIb30BaTEIAM MH(POPMAIMOHHOMN CUCTEMBI [IxobL.

B toM umcne, obecnedeH 3alMIEHHBIN yOaJICHHBIN JOCTYyN CyOBEKTOB JOCTyma K OOBEKTaM
JOCTYTIa Yyepe3 BHEIIHNE HHPOPMAIIMOHHO-TEIEKOMMyHUKAIIHOHHBIE CETH.

be3onacHocTs npu padoTe ¢ HOCUTEJIAMI HH(OPMAITUU

PaGorauku IIIkombl MOMKHBI HKCIOJB30BaTh TOJNBKO YUYTCHHBIE CHEMHBIE MAIIWHHBIC
HOCHUTEIN MH(POpMAIUU AJI BBIOJHEHUS CBOMX TOJKHOCTHBIX oOs3aHHOcTel. Mcmonbp3oBaHue
ChEMHBIX MAITMHHBIX HOcUTeNel nHpopMmaiuu B [1Ikoe B MHBIX LEISIX CTPOTO 3alpetieHoO.

CbeMHBIE MAaIlIMHHBIE HOCHUTENW HWH(OpPMALMM JOJDKHBI XPAHUTCS B OINEYaThIBAEMBIX
mkadax, B MOMEIIEHUSIX B KOTOPBIX MpeaycMoTpeHa oOpaboTka MH(POPMAIMU OTPaHUYECHHOTO
JoCTyma.

B ciydae kpaxku Wi mOTEpH ChEMHOTO MAITUHHOTO HOCUTENS WH(OPMAIIH, a TAKKE HHBIX
UHIUJCHTOB, KOTOPbIE MOTYT IPHUBECTH K HapYyUICHUIO CBOWCTB HMH(OpPMALUU OTPaHUYEHHOTO
JOCTYTA, JOJKHBI IPOBOJAUTHCS MEPOIIPHUATHS 110 PACCICIOBAHUIO TAKUX UHIIUICHTOB.

[Tpu BbIBOJIE M3 KCIUTyaTallUd ChEMHOI'O MAIIMHHOTO HOCUTENs MHGOpPMAIH, BCE TaHHBIE,
XpaHAIIUECS HA HEM, JOJDKHBI OBITH YJalIeHbI OMpEAeEHHOW KOMHUCCHEH M3 4uciia pabOTHUKOB,
CPEJICTBOM rapaHTHPOBAHHOTO YHUUTOXEHUS HHPOPMAIIIH.
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@akT yHMUYTOXKEHMS MH(QOpPMAUMK HAa CBEMHOM MAIIMHHOM HOCUTeNEe HH(pOpMauu
¢ukcupyercss B akTe 00 YHHYTO)KEHUH HH(OPMAIMM CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
nHpopmanuu.

Perucrpanus co0bITHI

B [[lkone  gOKHA  OCYHIECTBISTBCA  PETUCTPALK COOBITHH 0€30I1aCHOCTH
Ha BCEX KOMIIOHEHTax HH(popManMoHHBIX cucteM IlIkonbl, B KOTOpbIX 0OpabaThiBaeTCs
3amuiaeMas iHpopMarius.

AHTHBHPYCHas 3aIUTA

B nmenax oOHapykeHMss M yCTpaHEHUs BpeJOHOCHbIX mporpamMm B  Illkone
JOJKHBI MCTIOIB30BATHCS CPEICTBA AHTUBUPYCHOH 3aIIUTHI HH(POPMALIHH.

OO0s3aTenbHOMY KOHTPOJIIO CPEACTBOM AHTHBHPYCHOM 3aIlMThl HMH(OpMaIUM JOJKHA
nojuiexarb Jro0as uH(opMarus (TeKCToBble (ailnbl JHOOBIX (opMaToB, (aiasl JaHHBIX,
UCTIONHAEMBIE (hailnibl), MojyyaeMas W IepeAaBaeMas IO JIOKAJIbHOM BBIYMCIUTENBHOW CETH
B TOM YHCJE€ W CETSM OOIIEero IOJIb30BaHUS, a Takke WH(pOpMalMs, XpaHHMMas Ha ChEMHBIX
MAaIlIMHHBIX HOCUTENAX UH(OPMALIHH.

[Ipu ycraHoBKE NPOTPaMMHOTO OOECIEYeHUs] WJIM €ro OOHOBJIIEHHS Ha CEBEpPHOE
o0opyJOBaHHE JOJKHA ABTOMAaTHYECKU BBINOJHATHCA IpEelBapUTENIbHAs IPOBEPKA JIAHHOTO
IPOTPaMMHOT0 00€CTIeYeHNUsI Ha OTCYTCTBUE BPEJOHOCHOTO IPOTPAMMHOI0 00eCIIeUeHusI.

OOHoBeHNE 0a3 CUTHATyp Ul CPEACTBA AHTUBUPYCHOHM 3alUThl MH(MOPMALMU JIOJIKHbI
OOHOBIISITHCS €KETHEBHO.

[Tons3oBarenu oe3 paB aJIMUHHUCTpaTopa MH(POPMALIMOHHOHN CHCTEMBI
[Ikosbl HE TOMKHBI UMETh BO3MOXKHOCTB IMOJYYEHHS IOCTYyNa K KOH(PUTypaluu aHTHBHPYCHOTO
CpEeZACTBa 3aIUTHI WIIH €r0 OTKJIIOUEHHUS.

KoHTpOoJIb 321 IIEHHOCTH MEePCOHATBHBIX TAHHBIX

B nenax uckimroueHHs 3KCIUIyaTallUd YsI3BUMOCTEH MPOrpaMMHOIO OOECHEUEHHs TOJIAKHbI
OPOBOIUTCS PAa0OTHl IO BBISBJICHUIO, AaHAIM3Y YI3BUMOCTEH WH(POPMALIMOHHON CHUCTEMBI
U OIEPaTUBHOE YCTPAHEHHE BHOBb BBIABICHHBIX Yys3BUMOcTel. B ToMm umcie, opraHuszamus
KOHTPOJISI YCTaHOBKM OOHOBIJICHHS TPOTPaMMHOTO OOECIEYeHHs BKIIIOYAs CPEICTB 3aIUTHI
nHpopmanuu.

Hcnosb30BaHne MPpOrpaMMHOro odecreyeHus

BeiOop mnporpammHoro oGecrnedeHus JUisi NPOU3BOACTBEHHBIX HyxJ1 Ilkonsl nomkxeH
IIPOU3BOJUTHCS B IPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOIO B ENMHBIN peecTp pOCCUMCKHX
IporpaMM JJisl 3JEKTPOHHBIX BBIYMCIMTEIbHBIX MallMH W 0a3 AaHHBIX. B ciydae oTcyrcTBus
ananora B EnnHoM peectpe poCCHHCKUX MPOTpaMM ISl SJEKTPOHHBIX BEIYMCIUTEIbHBIX MALIHH U
0a3 TaHHBIX JOIYCKAeTCs MCIOJb30BaTh IPOrPaMMHOT0 00eCIeYeHNe UMIIOPTHOTO IPOU3BO/ICTBA.

Hcnosb3oBanue cpeacTs KpUunrorpaguyeckou 3amuTbl HHGopManuu

Obecneuenue 3aUThl HHGOPMAIIUK ONPAaHMYEHHOI0 JOCTYIA OT PAaCKpPhITHs, MOAU(DUKALIUI
U HaBs3bIBaHUs (BBOJAA JIOKHOW WH(pOpmammu) mpu ee mnepenade (MOATOTOBKE K Iepenaye)
[0 KaHalaM CBS3M, MMEIOLIMM BBIXOJA 3a Mpelesibl KOHTPOJUPYEMOH 30HBI 00ecnednBaeTcs
PUMEHEHHEM CPEICTB KPUNTOrpaduyecKkoit 3amuThl HHPOPMALIUH.

[Ipuobperenne  cpeactB  kpuntorpaduyeckoil  3amutbl  uwHpopmaruu  [llkomnoi
OCYILECTBIISICTCSI HA OCHOBAaHUU JOTOBOPOB M KOHTPAKTOB C JIMIIAMU UMEIOIUMH JECHCTBYIOUIYIO
muneHsnto @CBb Poccum Ha oOCymIecTBICHHE NEATETLHOCTH TIO0 pa3pabdOTKe, MPOU3BOJICTBY,
pacnpocTpaHeHHI0 IMUPPOBAIBHBIX (KpUNTOrpadUuecKux) CPeaCcTB, WHPOPMALMOHHBIX CHUCTEM
U TEIEKOMMYHUKAIMOHHBIX CHUCTEM, 3allUILIEHHBIX C HCHOJIb30BAHUEM IIM(PPOBAIBHBIX
(kpunTorpaMUecKnx) CpeACTB, BBITOJHEHHIO pabOT, OKa3aHHIO YCIYr B OOJIACTH LIM(PPOBAHUS
nH(popMaIy, TEXHUYECKOMY OOCTYKMBAHUIO IMHMQPPOBAIBHBIX (KpUnTOrpadhuuecKnx) CpeiCTB,
UH(POPMALIMOHHBIX CUCTEM U TEIEKOMMYHUKAIIMOHHBIX CUCTEM, 3aIIMIICHHBIX C HCIIOJIb30BaHUEM
mUGPOBATBHBIX (KpUNITOTpaduuecknx) CpeACTB (3a HCKIIOUEHHUEM Ciydas, €CIH TEeXHUYECKOe
oOciy’)xuBaHue IMHUQPPOBAIBHBIX (KpUNTOrpaMuecKux) CpeacTB, HH(POPMAIMOHHBIX CUCTEM
U TEIEKOMMYHUKAIMOHHBIX CHUCTEM, 3alllMILIEHHBIX C HCHOJIb30BAHUEM IIH(PPOBAIBHBIX
(kpunTorpadMUecKux) CpeACTB, OCYIIECTBISAETCS s OO0ecredeHus: COOCTBEHHBIX HYXKI
IOPUINYECKOT0 JIUIA WIM UHANBUIYAIBHOTO MPEIPUHUMATET).
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B uemsix opraHmzanuu u oOecrneueHUM TMepeAadyd HHPOpMAlUU [0 KaHajlaM CBSI3U
C HWCIIOJIb30BAaHUEM CPEACTB KpUNTOrpaduueckoil 3amuThl HHPOPMAIUH, a TaKXKe BHITOTHEHHS
nuneH3uoHHbIX  TpeboBanuiit @OCb Poccum B Illkome momkeH OBITH CO37MaH  OpraH
KpUNTOrpaduuecKoi 3aiuThI.

[Topranbupie pemenus: [kompl ¢ BO3MOXXHOCTBIO JIOCTYIAa C CETEH OOIEro IMOJIb30BaHUS
TOJKHBI B TIPUOPUTETE Pa3padaThIBaThCS C OpPTaHM3AIMel 3alWIIEHHOT0 KaHaia TMOCPEICTBOM
npotokoia TLS ¢ mogaepsxkkoii anroputmoB ['OCT 34.10.

Hcnosb3oBanue 3JIEKTPOHHOM MOYThI

DONeKTpOHHas MMouTa JO/bKHA HCMoib3oBaThesl B Lllkone ¢ 1enpio opraHuzanuu oOMeHa
SJIEKTPOHHBIMU ~ COOOIICHUSIMH ~ MEXAy paboOTHHKaMM U CyObeKTaMu HH(POPMALMOHHOM
0€30MacHOCTH.

IIpu ucronb30BaHUU 3IEKTPOHHOU MTOYTHI 3AIPEIIACTC:

obmen wH(boOpmarmen I COYy)KEOHOTO  TOJB30BaHHS, a Takke uHOopmaruen
OTPAaHUYEHHOTO JTOCTYTIA;

MPEeIOCTaBlIEHUE OCTYyNa K 3JIEKTPOHHOM MOYTE C HCIOIb30BaHUEM JaHHBIX CBOCH y4ETHOU
3aMyCH TPETHUM JIHIIAM;

nyOJIMKaIUsl CBOETO CIY>KEOHOro ajpeca 3JIEKTPOHHOM MOYTHI B AJIEKTPOHHBIX KaTajlorax,
HA TOWCKOBBIX MAIlIMHAX W JPYTruX pecypcax cetu VHTEpHET B IENsAX, HE CBSI3aHHBIX C
HCIIOJTHEHUEM CBOUX JIOJDKHOCTHBIX 00S3aHHOCTEI;

MOJMKCKA TI0 3JIEKTPOHHOH MOYTE Ha PAa3IMYHBbIC PEKJIIAMHBIE MAaTEPHUAIIbl, INCTHI PACCHUIKH,
9JIEKTPOHHBIE KYpPHANIbl U T.A., HE CBSI3aHHBIE C BBINOJIHEHHWEM IOJIb30BATENEM JOKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3allyCK Ha BBIMOJIHEHHE) (haiIoB, MOJYUYEHHBIX IO 3JIEKTPOHHOM MOYTE WU
U3 pecypcoB cetu MHTepHeT, 0e3 mpenBapuTebHON MPOBEPKU X aHTHBHUPYCHBIM MPOTPAMMHBIM
o0ecreyeHneM.

PaboTa B ceTsix 00111€r0 MOJIb30BAHNS

[[Ixoma ocraBisieT 3a coOOl MpaBoO OJIOKMPOBATH WM OTPAHUYMBATH JOCTYN pabOTHUKAM K
CETSIM CBSI3U OOIIETro MOJb30BaHUs, B TOM YHcIie ceTu VIHTepHeT, coaepKaHue KOTOPhIX HE UMEET
OTHOIICHUS K HCIIOJIHEHUIO JOJKHOCTHBIX 00s13aHHOCTEH, a TaKxe
K WH)OPMAIMOHHBIM pecypcaM, COJEpKaHWEe W HANpPaBIEHHOCTh KOTOPBIX 3aIlpEIlCHBI
3aKoHoJaTenbcTBOM Poccuiickoit denepanyu.

Wndpopmanus o mnocemaembix pabotHukamu IIkonbl  MHOOPMAIMOHHBIX  pECYpCOB
MPOTOKOJMUPYETCS JUIsl TMOCIEAYIOIIEro aHajliu3a W, I[pd HEOOXOAUMOCTH, MOMKET ObITh
MPEJCTaBICHA PYKOBOJIUTENSM CTPYKTYPHBIX —TOJpa3AeNieHuil, a TakkKe pPYKOBOIUTEIIO
[IIxomBI 17191 KOHTPOJIA.

[Ipu ucnons3zoBanuu cetu MTHTEpHET 3anpenieHo:

UCIONB30BaTh  mpeaoctaBieHHbid  [IIkosoi JocTyn B ceTb  MHTepHeT
B JIMYHBIX IEJIAX;

UCIIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MMPOTPaMMHbIE U MPOTrpaMMHO-annapaTHbIe CPEICTBA,
MO3BOJIIONINE TIONYYUTh HECAHKITMOHUPOBAHHBIN TOCTYN K ceTn IHTepHeT;

nyO0IMKOBaTh, 3arpyXaTb W PacCHpOCTPaHATh MaTepHalIbl COJAEp)KAIUE HETOCTOBEPHYIO
uHdpopmanuio o lllkone a Takxke panscuduuuposats cBoit [P-anpec.

Pe3epBHOe KONMpPOBaHMe M BOCCTAHOBJIEHUE JaHHBIX

Ocy1iecTBiIeHHE Pe3epPBHOI0 KOMMUPOBAHUS JOIDKHO OCYIIECTBIIATHCS JISL:

nHpopmanun obOpabaTeiBacMoOii Ha (ail;loBOM cepBepe H  cepBepe IMPHIOKEHUH,
WH(OPMAIIMOHHON CUCTEMBI,

pabounx MeCT aAMUHUCTPATOPOB HH(HOPMAITMOHHOW CUCTEMBI.

YacTtoTa M PEeXUM PE3epPBHOTO KOMMPOBAHUS YCTAHABIMBAIOTCS TAaKUM 00pa3oM, 4YTOOBI
o0ecneunTh MUHUMAJIbHYIO TOTEPIO JaHHBIX U OMIEpaTUBHOE BOCCTAHOBJICHHE.

Hactpoiika pe3epBHOrO0 KOMUPOBAHUS W BOCCTAHOBJICHUS PECYpPCOB HH(MOPMAIMOHHBIX
cucteMm LLIKkonbl JOMKHBI TPOBOAUTD YIIOTHOMOYEHHbIE padoTHUKU LIIKOJIBI.

Pe3epBHOE KOMUpOBaHWE JOMKHO OCYIIECTBISTHCS B aBTOMATHYECKOM  PEXHME
C MPUMEHEHHEM OTEYECTBEHHOI'O CIEHUAIU3UPOBAHHOTO CPEICTBA PE3EPBHOIO KOMHMPOBAHMS
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C JCUCTBYIOIIMM CEPTH(PUKATOM COOTBETCTBUS IO TPeOOBaHUSAM O€30MacHOCTH HHGOPMAITUN
OCTIK Poccumn.
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6 OCHOBHBIE TPEBOBAHUS K ITPOLHECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHON BE3OINACHOCTBIO

MoHuTOpHHT HHPOPMALMOHHOM 0€30I1ACHOCTH
Ha mnocrossHHOW OCHOBE J[OJDKEH MPOBOJIUTHCS KOMIUIEKCHBIA aHauu3 (YHKIMOHUPOBAHUS

nHpopMmarnoHHOM crctembl LLIKoIbl 1 BOZHUKAIOMUX COOBITHI HHGOPMAIIMOHHON O€30MTaCHOCTH.

[Iporiecc MOHUTOpPHHTA CHUCTEMBI oOecrieueHruss WHPOPMAIMOHHON O€30MacHOCTH JOJDKEH
BKJIIOYAaTh B ce0si KOHTPOJIb OPraHM3allMOHHBIX M TEXHUYECKHX MEp MO 3amuTe HH(POpMaIuH,
aHaJIU3 IapaMeTpoB KOHPUTypaly U HACTPONKHU CPENICTB 3aIUThl HHPOPMALIUH.

IIpn mpoBeneHUM KOHTPOJIBHBIX MEPOIPUATHH, CBA3AHHBIX C OLICHKOM pealu3aluu Mep
no 3amure uHGopmanuu B Illkose ynomHoMoueHHblE PAaOOTHUKU AOJIKHBI NPUAEPKUBATHCS
CJICAYIOIIMX PUHIIUIIOB:

HE HapylaTh QYHKIHOHUPOBaHUE AesTeabHOCTH LIKomb

JIeCTBOBaTh B COOTBETCTBHUHM C YTBEPXKACHHBIMU OPTraHU3AIMOHHO-PACHIOPSIAUTEIbHBIMU
nokymentamu llIkoms! o 3amure nHGopManuy;

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITUI MH(OPMAIIMOHHON O€3011aCHOCTH;

OoOpMIATH  OTYETHI, IOATBEPKAAIOIIME  BBINOJHEHHE MEpONPHUATHH IO  3allUTe
uHpOpMaIINH.

Wudpopmanus, mnosydyeHHas B XOJ€ IPOBEACHUS KOHTPOIMPYIOUIMX MEPOIpPUATUI
0 JIEHCTBUAX, COOBITHSX M TIapamMeTpax, UMEIOIIMX OTHOIICHHE K peaau3alld Mep IO 3alluTe
UHPOPMALIMH, JOJIKHA KOHCOJIMIUPOBATHCS U XPAaHUThCA B MECTaX, MCKIIOYAIOIIUX IOJIy4YeHHE
K HEHl HECAaHKIIMOHMUPOBAHHOTO JIOCTYTIA.

MOHUTOPUHT JaHHBIX O 3aPETUCTPUPOBAHHBIX COOBITHSX MH(OPMAIMOHHON O€30MacHOCTH
JIOJKEH TPOBOAUTHCS, MO0 BO3MOXHOCTH, C UCHOJIB30BAHUEM CHCTEMbl MOHMUTOPUHIA HHIIUICHTOB
MH(POPMALMOHHOM 0€30MMacCHOCTH MJIM BCTPOEHHBIX MEXAHW3MOB HACTPOMKU U ayAHUTa COOBITHH
B IPOTPAaMMHBIX M TNPOrPAaMMHO-ANIAPaTHBIX CPEACTBAX, HCIOJB3YEeMbIX B HH(POPMALMOHHOM
uHppactpykrype Lxob.

YnpasJieHue pucKkamMu

OmnpeneneHue BHYTPEHHUX TpeOOBaHMM MO 3amuTe MH(DOPMAIUH, JOJIKHBI OCHOBBIBATHCS
Ha pe3yjibTaraXx MIpPOBEACHUS aHAlIW3a PUCKOB HAPYIICHUS OCHOBHBIX CBOICTB 0€30MaCHOCTH
U1 ”HPOPMALMOHHBIX pecypcoB I1Ikosl.

OCHOBOI1 OLIEHKH PHCKOB JOJDKHA OBITH OIIEHKA YCIIOBHH M ()aKTOPOB, KOTOPBIE MOTYT CTaTh
IPUYMHOMN HapyIIEHUs [IETOCTHOCTH, KOH(UAECHIMATBHOCTH U JOCTYITHOCTH 17151 HH()OPMAIIMOHHBIX
pecypcos LlIkomnsr.

Pe3ynpTaToM npoBeneHMsI aHaIM3a PUCKOB JOJDKEH OBITh Pa3pabOTaHHBIM KOMIUIEKC Mep,
HaNpaBJICHHBIX HAa CHI)KEHHE BO3MOYKHOI'O HETATUBHOTO BIMSHUS HAa OCHOBHYIO JESTEIbHOCTD
[lIxompr mpu  peayM3anid  TOW WM  HWHOM  yrpo3bl  0€30MacHOCTH  WHOOpMAIUu
U o0ecreynBaroIuX B JaJIbHEHIIEM JOCTaTOYHBIA YPOBEHb 3AIIMIICHHOCTH HWH(OPMAIIMOHHBIX
cucreMm. [Ikomsr

YnpasieHue HHIHMIeHTAMH HHPOPMALMOHHO 0€30aCHOCTH

Hnst oGecrieuenuss  3(PEKTUBHOTO  paspelieHUss  WHIUJCHTOB  WHOOPMAIMOHHOU
6e3onacHoctH B I1Ikone, MUHUMU3AIMK TOTEPh U YMEHBIICHUS PUCKA BO3SHUKHOBEHHS TIOBTOPHBIX
UHIMUJEHTOB  JOJDKHO  OCYILECTBIIATBCS  YNPABICHHE  MHIMJICHTAMH  MH(POPMALUOHHOU
0€30IacCHOCTH.

Jis ynpaBieHMs MHIMICHTaMH HMH()OpMaIMOHHONW O€30IaCHOCTH JOJDKHA OBITh CO3/aHa
ciry>k0a MOHUTOPHHTA U pearupoBaHUs Ha MHIMICHTH MHPOPMALIMOHHOW 0€301acHOCTH, KOTOpast
IOCPEJCTBOM KOMILJIEKCA CPEICTB M MEpONpUATHI Uil cOopa M KOHCOIMAALUU HH(OpManuu
00 MHIMJEHTAaX pelaeT JaHHYIO 3a/1ady. B OTHOIIEHHMH Ka)XIO0ro MpPOM3OLIEIIEr0 HWHIUACHTA
pabOTHUKaMU U3 CIIy’)KObl MOHUTOPHHIAa M pEarupoBaHMs Ha WHLUMJACHTHI HH(OPMAIMIOHHON
0€30IaCHOCTH JI0JKEH BBIMIOIHATHCS €0 aHajlu3, U pa3paboTka 3((EKTUBHBIX MEp pearupoBaHHs
Ha JTaHHBIN HHIUJICHT.



AyauT cuctembl o0ecniedyeHnsi HHPOPMANMOHHOM 0€30I1aCHOCTH

B HEsIX OLICHKH TEKYILETOo YpOBHS uHGOpMalMOHHON 0e30MacHOCTH
[Ikosbl HA peryyIsIpHON OCHOBE JOJDKEH MPOBOAUTHCS ayIUT HH(POPMAITMOHHON 0€301acHOCTH.

BHyTpenHnue aynuThl JOJKHBI BBINONHATHCA paOoTHukamu. [llkonsr B wucno 3amauy,
pelaeMbIX MpH MPOBEACHUU BHYTPEHHHUX ayAUTOB HH()OPMAIIMOHHON 06€30I1aCHOCTH, BXOJIAT:

cOOp W aHaJ W3 UCXOJHBIX JAHHBIX 00 OpPTraHM3aIMOHHOW W (YHKIIMOHAIBHON CTPYKTYype
UHPOPMALIMOHHBIX CHCTEM, HEOOXOJMMBIX S OLEHKHM COCTOSHUS CHCTEMBl 3aIlMUTHI
uHpopmaruu;

aHalM3 YTBEPXKICHHBIX OPraHU3allMOHHO-PACTIOPAIUTEIbHBIX JTOKYMEHTOB 110 3aIlINUTE
nH(popMaIy Ha MPeMET UX TMOJHOTHI B 3PHEKTUBHOCTH, a TakKe (HOpMUPOBAHUE PEKOMEHAAITII
10 UX J0pabOTKe WK Pa3pabOTKH HOBBIX;

obocHoBaHUe (UHAHCOBON A((PEKTUBHOCTH BHOBH MPHOOPETAEMBIX CPEJCTB 3allUThI
uH(pOopMaIuy;

IpOBEpKa MpPaBWIBHOCTH BBIOOpa W HACTPOMKM CpEACTB 3alllUThl  MH(OpMAINH,
(dopMHpOBaHUE MPEUIOKEHUI IO HMCHOJIB30BAHUIO MMEIOLIMXCS CPEICTB 3aIIUTHl MH(OpMAINH
JUIsL  TIOBBIIIEHUS ypPOBHS  HAA&KHOCTH M 0€30macHOCTH  MH(POPMAIMOHHBIX  CHUCTEM
Ixoisr;

aHaJIW3 OTYETOB [0 MPOU3OMICIIIMM HHIMJIECHTaM HHPOPMAIIMOHHON 0e30MacHOoCTH
U TIPUHSATBIM MEpaM IO UX Pa3perIeHulo.

IHoBbImeHne 0CBEIOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuu KOMIUIEKCHOTO MPOTHBOJCHCTBUS yrpo3aM 0e30MacHOCTH
uH(pOpMaliK, HUCXOASIIUM OT paboTHUKOB IlIKonbl [OMKHA TIOCTOSHHO TIOBBIIIATHCS UX
OCBEJIOMJICHHOCTb B O0JIACTH 3aIUTH HH(OpMAIIH.

[ToBbieHne ocBeAOMIIEHHOCTH paboTHUKOB LIIKOIBI OCYyIIIEeCTBIIsAETCS:

no cyniectByromuM B IlIkose opranu3annoHHO-paciopsIUTEIbHBIM TOKYMEHTAM,;

no npumeHsieMbIM B LlIkose Mmepam 3amutsl HHGOpMAIUY,

110 IPABUIILHOMY UCIIOJIb30BAaHUIO CPE/ICTB 3aIIUTHI HH(POPMALINH.
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7  3AKJIIIOYEHHUE

[Ipu wm3MeHeHMH MAEHCTBYIOLIETO 3aKoHOAaTenbcTBa Poccuiickoit Peneparmuu B 001acTH
3amUThl  WHGOpMalUMK, A  TaKkXke  OpPraHU3alMOHHO-PACIOPSIAUTENbHBIX  JIOKYMEHTOB
Ikomsr  HacTosimass  [lonmuTka W W3MEHEHUsT K  HEM  NPUMEHSIOTCS B 4acTH,
HE IIPOTUBOpEYAIlle BHOBb IMPHUHATHIM 3aKOHOJATEIbHBIM U UHBIM HOPMAaTHUBHBIM aKTaM, a TAKXKe
BHYTpeHHUM AokymeHTaMm. [lIkomnb

Bcee TpeOoBaHus, YCTaHOBJICHHBIE JIEHCTBYIOIIUM 3aKOHO/IaTEJIbCTBOM
Poccuiickoit @enepannn, N0A3aKOHHBIMU AKTaMH U TOTOBOPHBIMH OTHOIIEHUSAMH, a TAKKE MOJIXOM
[lIkomel K OOECIEYEHHIO COOTBETCTBUSI ATUM TPEOOBAHHAM JOJKHBI OBITH SIBHBIM O0OO0pa3oM
ONpeIeTICHbl, TOKYMEHTUPOBAHBI U MOAAEPKUBATHCS B AKTYaIIbHOM COCTOSIHUU.

[[Ikoma B  NPUOPUTETHOM  HANpPABIECHUHM  JIOJDKEH  pacCMAaTpUBATBCS  MEPEXON
Ha MPOTPAMMHOTO 00ECIIeUeHUE OTEUSCTBEHHOTO MTPOU3BOIUTEINS, BKIIOYCHHOTO B SIUHBIA PEecTp
POCCHUICKHX MPOrpaMM JUIsl JIEKTPOHHBIX BBIYMCIUTENBHBIX MallMH M 0a3 JaHHBIX. B ToMm uucie
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOpYIOBAHHS M MPOTPAaMMHO-aNMapaTHBIX CPENICTB
BKJIIOUEHHBIX B ENMHBIN peecTp pOCCUICKON PaO3IEKTPOHHON MPOAYKIIUH.

IlepecMoTp W BHECEHHME M3MEHEHMH B HAcTOsIyl [lolUTHKY OCYIIECTBISAIOTCS
Ha MepUOINYECKON U BHETUIAHOBOM OCHOBE.
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8 CIHHCOK UCIIOJIB30BAHHBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon or 27.07.2006 Ne 149-03 «O6 uHdpopmanuu, WHPOPMALUOHHBIX
TEXHOJIOTUSX U O 3aIIUTE HHOOPMAITII.

2  @epepanbhblit 3ak0H OT 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOU TOATTHCH.

3 Ilocranosnenue IIpaBurensbctBa Poccuiickoit ®enepammu ot 16.04.2012 Ne 313
«O0 ytBepxaeHuu [lonoxkeHus o JUIEH3UPOBAHUH JIEATEIBHOCTH 10 pa3pabOTKe, MPOU3BOJICTBY,
pacnpocTpaHeHHI0 MH(PPOBATIBHBIX (KpUOTOrpaUUecKuX) CpPEeACTB, WH(POPMAIMOHHBIX CHCTEM
U TEJIEKOMMYHHMKAllMOHHBIX CHCTEM, 3alllUIICHHBIX C HCIOJb30BaHUEM IIH(POBAIBHBIX
(kpunTorpaMuecKrux) CpPeACTB, BBHIIIOJHEHHIO paboT, OKa3aHUIO yciayr B oOiactu mm@poBaHus
nH(popMaIuK, TEXHHUYECKOMY OOCITY)XMBAaHWIO MHU(PPOBaTBHBIX (KpUNTOTpauUecKux) CpeiCTB,
MH(POPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKALIMOHHBIX CHCTEM, 3aIIMIIEHHBIX C UCIOJIb30BAaHUEM
mUGPOBATHHBIX (KpUNTOTPaPUIECKUX) CPEACTB (32 UCKIIOUYCHHEM Ciydas, €CIId TEXHHYECKOE
oOciy)xuBanue MUQPOBATBHBIX (KpUNITOrpaUUecKUX) CpPeAcTB, HH(OOPMAIIMOHHBIX CHUCTEM
U TEJIEKOMMYHHUKAllMOHHBIX CHCTEM, 3alllUIICHHBIX C KCIOJb30BaHHEM IIH(POBAIBHBIX
(kpunTorpaMUecKux) CpeICTB, OCYILECTBISCTCS Ui OOecredyeHus: COOCTBEHHBIX HYXKI
IOPUAMYECKOTO JINLA WIH UHIUBUAYAIBHOTO IPEATPUHUMATES ).

4 TlocranoBnenue IIpaBurenbctBa Poccuiickoir ®eneparmmu ot 01.11.2012 Ne 1119
«O0 yTBepkIeHWH TpeOOBaHW K 3alIUTe TMEPCOHAIBHBIX JaHHBIX TMpH HX 00paboTKe
B HH(OPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX).

5 IIpukaz @DAIICU ot 13.06.2001 Ne 152 «OO6 yrBepxkaenuun WHCTpyKIuu
00 opranuzanuu U obOecrieueHHMH O€30MaCHOCTH XpaHEHUs, 0OpabOTKM M IepeJadd Mo KaHaiaM
CBSI3M C HCIOJIb30BAHUEM CPEICTB KpUMOTOrpaduyueckoil 3amuThl MHPOPMALMK ¢ OTpaHUYEHHBIM
JIOCTYIIOM, HE COJEpKallle CBEICHNM, COCTABIAIOIIMNX FOCYAAPCTBEHHYIO TAlHY.

6 Ilpukaz ®CB Poccum ot 09.02.2005 Ne 66 «OO6 yrBepxacHuu IlomoxkeHust
0 pa3paboTKe, IPOU3BOJCTBE, PEATU3AIMH U SKCIUTyaTalluH MU(PPOBAIBHBIX (KpUNTOrpadUIeCKUX )
cpeacts 3anmthl nHpopmanmu (ITonoxkenune [TK3-2005)».

7 IIpukaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O6 yTBep>KAcHUNA TPEOOBAHMA O 3aIUTE
nH(pOpMAIIMK, HE COCTABIISIONICH TOCYJApCTBEHHYIO TaliHYy, COJAEp)KAIEHCS B TOCYIapCTBEHHBIX
MH(POPMAIIMOHHBIX CHCTEMaX».

8 IIpuxa3z ®CTIK Poccun ot 18.02.2013 Ne 21 «O06 yTBepKII€HHH COCTaBA U COJICPIKAHUS
OpPraHM3aI[MOHHBIX U TEXHUYECKHUX Mep MO O0ecreueHuI0 0e30MacHOCTH MEePCOHANBHBIX JAAHHBIX
npu uX 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX IMEPCOHATBHBIX JTaHHBIX).

9 IIpuka3z ®Cb Poccun ot 10.07.2014 Ne 378 «O06 yrBepxkaenun CoctaBa M COIACPIKaHUS
OpPTraHU3aIMOHHBIX U TEXHUYECKUX MEp MO 00EeCIeYeHHI0 0e30MacHOCTH NMEPCOHATBHBIX JaHHBIX
npu ux o0paboTke B MH(GOPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX C HCIIOJIb30BaHUEM
CPEeICTB  KpunTorpapuueckod 3amuThl HHQOpPMALMHM, HEOOXOIUMBIX JUIsl  BBINOJHEHUS
ycraHoBleHHbIX [IpaBurensctBom Poccuiickoit @enepannu TpeOOBaHUM K 3alIUTe MEPCOHATBHBIX
JTAHHBIX
JUISL KaXKJI0TO U3 YPOBHEH 3aIUIIICHHOCTI .

10 TOCT P 51624-2000 «3ammra wuHOpMaAIMU. ABTOMATH3UPOBAHHBIE CHCTEMBI
B 3aIIMIICHHOM HcnoidHeHuu. O0mmue TpedoBaHus».

11 TOCT P 51898-2002 «AcmekTsl 6e30macHocTy. [IpaBuiia BKIIFOUEHHSI B CTAHIAPTHI».

12 TOCT P 50.1.056-2005 «Texnuyeckas 3amurta uHpopmaruu. OCHOBHBIE TEPMHUHBI
U OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «MupopmanroHHas TexHOJIOTHs. MeTonbl U cpeicTBa
6e3omacHocTH. CuCTeMbl MEHeKMEHTa HH(popMamonHoi 6e3onacHocTh. TpeOoBaHU.

14 TOCT P 50922-2006 «3ammuta napopmanur. OCHOBHBIC TEPMHUHBI U OTIPEICTICHUS».

15 TOCT P 51275-2006 «3amurta mHpopmanuu. OO0bekT uHopMaTH3ammu. DakTophl,
BO3JICHCTBYIOIME Ha HHPopMauio. OOIINE TOIOKCHUS».

16 TOCT P UCO/MBK TO 13335-5-2006 «HubpopmanroHHass TEXHOJOTHSI. MeTos
U cpencTBa obecrnedeHus 6e3omacHocTH. YacTh 5. PyKoBOJICTBO MO MEHEHKMEHTY O€30MacHOCTH
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CETH.

17 TOCT P HUCO/TO 13569-2007  «DunHaHcOBBIE  ycayru. PexomeHpanuu
1o “H()OPMAIIMOHHOM 0€30TTaCHOCTIY.

18 T'OCT P UCO/MBK 27005-2010 «MubopmarmorHas TeXHOJIOTHA. MeToIbI U CpeacTBa
obecrieuenus 6€30MacHOCTH. MeHeHKMEHT prcKa HHOOPMAITMOHHOM 0€301TaCHOCTH.

19 TOCT P UICO/MDK 27004-2021 «MudopmannoHHas TexHOJIOTHs. MeTonbl U cpeicTBa
oOecrieyenus Oe3omacHOCTH. MeEHEIKMEHT HH(POPMALMOHHOW Oe30macHOCTH. MOHHUTOPHUHT,
OIICHKA 3aIIMILIEHHOCTH, aHAJIU3 U OLICHUBAHUEY.

20 T'OCT P 51897-2021 «MeHemKMeHT pucKa. TepMUHBI U OITPEICIICHUS.

21 TOCT P 52069.0-2013 «3amura unpopmauuu. Cucrema crangapToB. OCHOBHBIE
MOJIO’KEHUS.

22 Konuenmms nH(OPMAITMOHHON 0€e30IMacHOCTH HUCIOIHUTEIBLHBIX OpraHoB
rocynapctBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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